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SECURITY:

BORDER, INFRASTRUCTURE, PERSONNEL AND CYBER




Regional political, economic and security challenges require governments and companies to forge strong
paths towards security, prosperity and freedom, internally and in partnership with the global community.
Border security threats, political unrest, asymmetric environments and rapidly evolving challenges require
building and drawing on critical capabilities to anticipate and respond effectively.

The Security Team at The SPECTRUM Group delivers a continuum of performance-tested, robust security
capabilities to support governments, corporations and their regional economic and security partners, including:

* |nitial and continual threat, vulnerability and risk assessments and
mitigation

* Border security and security personnel capability development
» Secure infrastructure assessment, design and retrofitting
* Cyber and insider threat mitigation

* Application, network, communication and cloud security support

The SPECTRUM Security Team provides secure, bespoke solutions, offering full lifecycle services and individual
capabilities tailored to our global clients’ specific economic, political and security challenges, including in high-
risk areas around the world. We draw on our global network of contacts and experienced personnel to assess,
deliver and implement gold-standard and cost-effective solutions to our clients’ present and future challenges.

Our Team’s expertise is built on successful careers in U.S. and global law enforcement and homeland security
programs, U.S. military and defense operational security sectors, cyber security, the intelligence community (IC),
and IT and insider threat arenas. We also have strong partnerships with security and logistics providers, secure
infrastructure engineering and construction project managers, IT and communications providers, and
international visa and travel documentation partners. Together, our Team provides the access, insights and
experience needed to enable our clients to succeed in their security objectives.

Our company is founded on Expertise, Experience and Integrity. We help our clients implement programs and
meet their goals ethically, effectively and using best practices. Although we work in some of the most challenging,
high-threat and underdeveloped regions in the world, we are firmly committed to ensuring our clients’
requirements and operations are successfully executed — and we have the experience and expertise to deliver
our clients that assurance.




DEVELOPING SOLUTIONS

Significant investments in security solutions require
initial and ongoing expertise and assessments to
determine the best path forward, identify risks and
solutions, and fully understand opportunity and
challenges.

We understand that integrated approaches are
required to build all dimensions of security
capabilities. We help clients develop the critical and
diverse security elements that best meet their
needs, including law enforcement, personnel,
facilities, and technology.

We provide customized solutions for our U.S.
and international clients, with a mission of
delivering successful programs to meet the dynamic
challenges of the ever-changing global security
environment.

Our deep understanding of the issues driving
border, infrastructure, personnel and cyber security
challenges comes from our experience successfully
addressing conventional and asymmetrical threats
with proven mitigation solutions as former flag
officers,  security  professionals, and  senior
executives in law enforcement, industry, and the
intelligence community.

SECURING BORDERS

Border security, key to political and economic
stability and growth, spans global government,
military and commercial enterprises. Secure borders
require expert assessment, skilled mobile and
static security personnel, secure logistics support,
and secure communication and intelligence tools.

Our Team helps clients decode the threat
environment, including local and relevant threats
and priorities, in order to assess the specific needs
and requirements of a successful border security
structure. Our comprehensive assessments of
programs, facilities and personnel, combined with
client goals, budget and time frame, can be
used to develop an actionable border security
plan that meets the client's needs while ensuring
continuity with current programs.
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SECURITY PERSONNEL

A critical consideration for government, military,
and commercial enterprises operating in high-
threat and asymmetric areas is access to
professional, experienced and robust security and
logistics  support. Border, infrastructure, and
cyber security initiatives require diverse and
highly-trained personnel, including border patrol
agents, law enforcement, aviation enforcement
officers, marine agents, field intelligence officers,
agricultural and drug trade specialists, and pilots.

In addition to facilitating security personnel staffing
based on client needs, our Security Team
provides capacity-building assessments, plans,
and implementation for client leadership and staff
personnel to ensure that capabilities are brought
in-house and in-country for the client's longer-
term programs. Our Team's operations, services,

security, and staffing capabilities are
incorporated into  developing  comprehensive
training for all levels of client staff, law

enforcement personnel and other partners.

Through our Spectrum Advantage executive
leadership training program, we help government,
military and commercial clients prepare their
leaders to foster organizational excellence and
hone the skills needed for success in today’s
and tomorrow’s global enterprises.

CYBER SECURITY

While our government and corporate clients have
diverse cyber security capabilities, protocols, and
programs, including highly sensitive security
programs and technologies, our Security Team is
experienced in helping ensure clients better use and
understand best-fit technologies, practices, and
protections. While the corporate cyber environment
continually faces new and varied technology,
regulatory and insurance requirements, we support
clients with expert assessment, navigation and
implementation. We help clients assess their risk
appetite and determine cyber risk management
strategies, as well as plan and implement effective
preparedness and recover plans.

Just as importantly, we help clients integrate
secure technologies, networks, and practices into
their border, infrastructure and personnel security
operations. Our experience enables us to help
clients better understand and meet their security
challenges, even when highly sensitive programs
and technologies cannot be directly assessed. With
better understanding, our clients can determine
the additional cyber technologies that may help
them best meet their border, infrastructure and
personnel security objectives, enabling better
investment, construction, and program design.




SECURE INFRASTRUCTURE

Secure infrastructure development spans
secure facility construction, the development of
water, sanitation and power utilities, and building
roads, bridges and airports, often in locations
where these are underdeveloped or do not exist.
Deep expertise is paramount to accurately assess
facility, utility, transportation and personnel needs,
and materials, logistics and solutioning required.

We have strong expertise
better understand, identify and train security
personnel capabilities and needs. Likewise, we
help clients identify the secure intelligence and
communications capabilities needed to meet their
infrastructure security goals, including detection and
deterrence, and how best to use existing capabilities
and make informed decisions about new initiatives.

in helping clients

Border security infrastructure can include field
operation equipment, air and marine support,
emergency and disaster preparedness, intelligence
integration capabilities, and international
coordination and participation.

Drawing on our Team's expert understanding and
assessment capabilities, we help clients across the
full spectrum of mission- and enterprise-oriented
design, development, and delivery for logistics,
construction, rehabilitation, major transportation
infrastructure support, energy and utility support,
and program and project management support in

challenging and asymmetric environments.

We also support clients in expeditiously and cost-
effectively completing all required legal, contractual,
and travel documentation, and ensuring compliance
with requisite global regulations for secure efforts.

NEXT STEPS

Contact our Security Team to learn more about how The SPECTRUM Group can help you meet your goals.

George Close
President, Security Team Lead
The SPECTRUM Group
gclose@spectrumgrp.com
571.355.5807
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Andrew J. Campbell
Executive Chairman
The SPECTRUM Group
acampbell@spectrumgrp.com
202.737.5226

EXPERTISE

Esther Lofgren
Vice President
The Spectrum Group
elofgren@spectrumgrp.com
703.683.4222
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