THE

spectrum
GROUP

ADVANCING YOUR SUCCESS...

SPECTRUM CYBER SECURITY
Assessing & Advancing Cyber Security Capabilities,
Maturity & Compliance

Centers of Excellence

Defense &
Aerospace

Security

International

Strategic
Healthcare &
Communications Bio-Science

Energy &
Environment

THE CYBER SECURITY CHALLENGE
More than half of U.S. executives, directors, and other corporate leaders report that they have little to no cyber
security knowledge. This knowledge gap proves costly for increasing numbers of companies each year, as
bad actors exploit weaknesses in low-cybersecurity maturity technologies, policies and corporate culture.
Corporate leaders should see a major cyber breach as costly, damaging, and imminent – but also as a risk
that can be mitigated with the help of experts.

SPECTRUM’S CYBER SECURITY SOLUTION
Drawing on our expertise and using the structure of the Spectrum Cyber Security Compliance Model, The
Spectrum Group Cyber Security Advisory Team’s three missions in supporting clients are:

CLIENT BENEFITS

The Spectrum Group Cyber Security Approach & Model
Our approach follows the Cyber Security Model
outlined below, which provides the structure
for comprehensive scoring of a company’s
cyber security maturity and compliance. With
six major attributes, it includes categories and
sub-categories that are used to determine
compliance ratings and drive performance
recommendations. The model’s six anchoring
attributes are:

•

INFORMATION LIFECYCLE: New and
existing information pathways into, out of,
and within an organization to further apply
appropriate awareness, practices and
technologies to improve compliance and
operations.

•

•

•

•

•

PEOPLE: The training, resources and
skill sets necessary to leverage existing
information security best practices, and to
manage and govern information security
policies and practices for compliance.
INFORMATION PRACTICES: Identifies
polices and governance that, when applied,
secure information and mitigate risks.

TECHNOLOGY: Optimal ways to leverage
new and existing technologies to ensure
information and cyber security and
compliance.
CULTURE: Organizational programs that
communicate, raise awareness and reinforce
the value of information security across the
organization, changing behavior and norms
of leadership, management and employees.
PARTNERS: Identifies the partnership
structures and requirements best suited to
ensure information security compliance.
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Maturity Ratings & Recommendations
Each attribute is split into major categories and targeted sub-categories. Each is rated on a five-level
maturity scale:

•
•
•

Level 1: The sub-category has not been addressed.

•

Level 4: The sub-category is consistently addressed and its use is governed. It presently meets
ISO 27001:2013 compliance standards, but does not have policies in place to adapt to future
technologies, threats or requirements.

•

Level 2: The sub-category has been addressed in an ad-hoc manner.
Level 3: The sub-category has been addressed formally, but is not in compliance with ISO
27001:2013 regulations.

Level 5: Continuous improvement is enabled for the sub-category, and it meets all ISO 27001:2013
aspects.

Compliance ratings demonstrate gaps and highlight areas where the organization can continue to
build cyber and information security maturity. Discrete recommendations provide the tactical steps the
organization can take to close these gaps.

Cyber Security Certifications and Training Services
The Spectrum Cyber Security Compliance Team delivers extensive experience helping build value
for clients by enabling quality risk management tailored to the client’s individual business model,
assisting organizations in fulfilling expanding legal and consumer requirements for information
security and data protection. As technology evolves, the security of and access to proprietary
data, IP and personal, sensitive information are vulnerable to new and evolving risks. Our areas of
practice seek to address these challenges, and include:

•
•
•
•
•
•

Cyber Security and Environmental Assessments and Auditing
ISO and Lean Assessment, Quality Implementation and Certification
Risk and Vulnerability Assessments and Gap Analysis
Certified ISO Auditing
ISO and QMS Training Services
Implementation of Management and Security Relationship Tools

We support our clients who seek to meet international and U.S. Government compliance standards,
not simply by ensuring certification, but also by supporting them in facilitating the organizational
changes needed to succeed in today’s complex business and regulatory environment.

Cyber ISO & QMS Implementation
The Spectrum Cyber Security Compliance Team employs proven, efficient and effective methods
for ISO consulting and quality management system (QMS) implementation, derived from our Cyber
Security Compliance Model methodology and customized to the client’s individual company and
industry. Using a disciplined project management plan and process, we align top-down business
management strategies with bottom-up workflows, allowing full exploitation of available resources.
Our methodology leverages a continuous improvement “plan, do, check, act” (PDCA) cycle
throughout the implementation and sustainment process, ensuring the confidentiality, integrity and
availability of critical information and business systems.
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Spanning diverse cybersecurity-related organizational needs, our three ISO QMS Cyber Security
Compliance Audit areas are:

•
•
•

Focused Audit (Product/Process): Reviewing a system throughput, unit or staff linked to a
business process outcome
Internal Compliance Audit:
Reviewing ISO, ISMS or QMS systems for regulatory compliance preparedness
Second/Third Party Conformance Audit:
Providing validation/global conformity to implemented ISO or QMS systems

Our Team
Spectrum’s Cyber Security Team is an
exceptional team of cyber security experts,
auditors, and trainers, delivering years of
senior-level, applied experience in industry,
government, and the military. Our shared
mission is to empower leaders, executives and
organizations to identify, assess and mitigate
cyber security challenges. Our Team delivers
strong, vendor-agnostic expertise to support
clients in implementing complete and compliant
security management designed for continuous
assessment and improvement.
Our Cyber Security Team leaders have
extensive experience supporting diverse and
multinational organizations across the world.
We are not only experienced in assessing and
helping clients implement cyber security plans:
our team also includes expert trainers (and
train-the-trainer certifiers) to best help your
Board, managers and employees understand,
identify and mitigate external and internal
threats.
The Spectrum Cyber Security Team also
includes legal and compliance certification

experts, who can deliver expert, confidential
assessments and compliance plans to help
Boards and leaders accurately understand
their current and potential future cyber security
states. Our Team can also certify compliant
organizations to internationally-recognized and
government-mandated standards.

Our Company
The Spectrum Group is a strategic advisory
firm specializing in business development,
Congressional and government relations, and
strategic communications, as well as border
and infrastructure security assessments and
executive leadership training. We have a 25year history of supporting U.S. and international
government and corporate clients in developing
and implementing full-scope strategies for
sustained success. Our corporate expertise
includes one of the world’s strongest lineups
of retired flag officers, diplomats, defense
executives, and Congressional, agency and
global NGO leaders. Our mission, built on
experience, expertise and integrity, is our
clients’ success.
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Andrew Campbell | Executive Chairman, The Spectrum Group
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Esther Lofgren | Vice President, The Spectrum Group
elofgren@spectrumgrp.com
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